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“Integrated risk management

Integrated risk management is the integration of the management of risk at each level of management into all business and strategic planning and decision-making processes.

Integrated risk management brings together all risks that impact on each level of management. It means:

· helping staff identify the likelihood and consequences of activities 

· identifying risks that impact on strategic and operational outcomes 

· making informed decisions about the best way to achieve objectives 

· targeting resources appropriately towards high-rating risks 

· Understanding the upside and downside of new activities. 

Action taken to manage risks should be integrated with existing planning and operational processes. As a part of decision making, risk management is supported by other management techniques such as performance management and continuous improvement.”

Above is a standard public service definition of integrated risk management used by the QLD Department of Education. The above definition has not been applied in any relevant context. It is a bald statement of an established principle, well known to risk professionals but meaningless to those outside a narrow knowledge and decision bandwidth. As such, the statement itself probably acts as a predictor as to whether the attempt to apply integrated risk management on QLD Education will succeed or fail, as well. My prediction: failure.

DEFENCE

The question has rightly been asked, “Why would a new plan to provide Defence with enterprise or integrated risk management succeed when all others have failed.”

The answer to that question is as simple as the reason all other attempts have failed: context, commitment, communication, inclusion, ownership, and continuity.

Defence always claims to be unique and it also claims that specific elements within the department also present unique challenges, requiring specific effort. Therefore, according to the department, standardised enterprise risk frameworks cannot function efficiently or at all. Risk professionals always respond that “risk is risk is risk.” This multi faceted dichotomy will never be reconciled unless both “sides” take ownership of the fact that Defence is actually unique. Thus, standardised risk rhetoric and policies cannot work. By the same token, unless the other side of the equation, the department itself, recognise there is a need to refocus, Ministers will continue to be embarrassed, poorly informed or misled and the department’s budget and non operational performance travails a running sore in terms of public perception.

Much money has been spent in seeking the holy grail of whole of department approaches to issues of risk and many consultants and private accounting and legal firms have benefited greatly, not from the quest for integrated risk, but from perpetuating the façade of seeking it, meanwhile purveying the special pleading of their silo based or self interested “clients” within the department itself.

Integrated risk management in terms of procurement at least, and some other elements of departmental expenditure review was only achieved at one time, during the Whitlam/Barnard years, and then after significant exercise of will and raw political, administrative and financial power by the Minister and Prime Minister, implemented by the civilian legal and legislative policy arm of the department, supported by the civilian leadership. It was painful for the military and entrenched, line (silo) civilian interests whose power bases were ripped from them by sheer force of will and financial pressure.

The success of the Lockheed/Menasco litigation, the resolution of certain other intractable problems, the F4E (lease) and Leopard tank procurements, and the F111 integration were successes of that era. 

Immediately the government changed in 1975, the situation began to unravel, returning to the wilderness of single instances we see today, where reputation risk brushfires pop up out of nowhere and silos pull down the shutters.

Context: Defence is involved in several theatres of threat and open warfare and all arms of the ADF are involved. Those elements of the department’s portfolio of activities have unique risk issues of their own, yet the department’s main current exposure is political reputation risk related to matters external to these missions. In my view, it is intolerable that all elements of the department have not embraced these missions and sought to improve each element of the department’s other functions to strive to emulate the excellence displayed by those on mission, from payroll to policy.

The first hurdle for those interested in proving integrated risk management will work in Defence where all others have failed is to comprehend that the appearance (perception) of being relevant and part of a process is everything to line officials, uniform and civilian: their esteem depends on it. Their careers depend on it. Being “part of the program, not part of a problem” is paramount.

Understanding that context is the first key, and putting forward the prospect of integrated risk as part of contextual gate maintenance (allows the gate to open without squeaking, i.e. without reputation risk emerging) as opposed to gate keeping (locking the gate and holding up the risk key as a talisman) is most important. A simple example will illustrate the point. In mid 2004, the then head of risk management at Freddie Mac sent a memorandum to the then chief executive saying, amongst other things: that “the firm’s underwriting standards were becoming shoddier and that the company was becoming exposed to losses would likely pose an enormous financial and reputational risk to the company and the country.”

According to confirmed sources, the chief executive responded that “he couldn’t afford to say no to anyone.” The risk manager promptly left the organisation. The chief executive’s ultimate response last year was: “If I had better foresight, maybe I could have improved things a little bit. But frankly, if I had perfect foresight, I would never have taken this job in the first place.”

The problem there was conflicting goals: on the one hand to buy mortgages relating to mortgage loans that had been provided to low income people, to meet the government’s policy objective of affordable housing. On the other hand, the company had to appease regulators. It claims that it could not do either without compromising one statutory obligation or the other. 

The principal risk Freddie Mac failed to address was the possibility of a downturn in the housing market. However, it had no control over the sub-prime (low doc) loan market and no control over the fact that regulators continued to allow such loans to “go through to the keeper” until perfect hindsight intervened.

Defence faces similar dilemmas and dichotomies of interest. ARPI understands this context.

Commitment: risk management in line management areas of Defence is difficult enough, given conflicting pressures. It is hard to remain committed to a process that can become mired in argument and consequently blamed for delay. Integrated risk has been seen as an impossible dream against that background. It is not impossible and it is achievable. One simply has to commit to the process, persist with it, and prove its worth. Once context is understood, commitment to alleviating incorrect perceptions and facilitating change is essential. ARPI understands this necessary element. Previous attempts have lacked commitment because innate resistance, barriers and hurdles can seem impossibly high when one is merely presenting the concept of decisional purity (everyone understands AS 4360, don’t they?) without contextual perception and the means to work through it.

Communication: apart from context, this is the most important element of achieving integrated risk. By way of example: the newly elected ACT Government was confronted with a serious crisis in early 2002. Public liability insurers simply deserted the community insurance market in Australia. Even the Australian Equestrian federation, arguably the most risk aware and well risk managed non profit in the country lost its public liability cover. The ACT is the smallest jurisdiction (1.6%) in one of the smallest (2%) parts of the world general insurance market. Its problems appeared insurmountable. The plan was to open lines of communication direct with the insurance industry and at the same time to begin teaching risk awareness to all leaders of community organisations. 

The strategy was implemented. The ACT was sold direct to insurers as a low risk proposition for community public risk premium investment, and community organisations were taught risk awareness with such effectiveness that the ACT was the first Australian jurisdiction to receive a dedicated community public liability risk insurance product. Not one dollar of public funds went to premium support or subsidy. 

The initial outcome was the almost immediate return of public risk insurance products to the ACT community sector (other States languished, some for years) but the ultimate outcome has been the development of unique public liability insurance products: group policies to organisations presenting identical risk and now, group policies to groups of community organisations presenting differentiated risk. All these positive results came down to presenting and carrying out an effective communication strategy. However, the real benefit has been that the ACT Government has brought about a single, integrated risk management strategy across its whole community sector. This is unique anywhere in the world and the product of an effective communication strategy. This outcome was delivered before ARPI was formed, but by two of ARPI’s foundation members.

Inclusion: inevitably, attempts at enterprise or integrated risk in Defence have failed because all necessary participants in that process have not been included. Some resistance and cynicism is rightly to be expected, particularly among those who have been frog-marched to the first meeting, only to be presented with a whiteboard containing a risk matrix or worse, being harangued about the need for a central body to take control of particular risks (no context perceived or offered) when one’s best mate had just been injured in a Taliban attack overseas. 

By way of illustration, the writer was once asked to be interviewed for a chief health procurement officer job in a State government. When asked how one intended to begin one’s tenure, I responded that in the first 100 days of my administration, I would visit every State run or owned health facility in the State, pledge my commitment to excellence in procurement service (specifically, continuous improvement) and seek input from all relevant staff as to any present shortcomings and would accept suggestions for service improvement. Not only that, I would respond to each suggestion with either a reason or strategy for change or otherwise. 

I was asked by the panel why I thought that was a good idea. My response was threefold: first, that it was a concept known as inclusion and engagement. I had employed it successfully in the past in American business change management and it was essential to include those who were to be the subject of change in the change process itself. Secondly, based on my analysis of their budget and policy position, if the new head did not do that, the organisation would probably go over budget because their existing procurement and supply chain strategy was flawed (failure to engage with context, communication, inclusion and ownership). 

Third, after receiving a scoffing retort, I said that if the two basic elements were not understood by the interview panel, perhaps there were better things for us all to do, in my case, lunch at my favourite Italian provincial restaurant with my wife, who had accompanied me to do some necessary shopping.

Needless to say, the writer was not appointed. Subsequently, a forensic auditor of my acquaintance was retained by their sponsoring department to analyse what had gone wrong with the procurement agency’s budget. His findings coincidentally mirrored my own and were subsequently adopted by the parent department. However the change was late, and costly.

Ownership: one of the classis errors that risk practitioners make is to give conflicting signals around risk ownership in an enterprise or enterprise risk environment. If it is not clearly understood that it is the line area that owns the risk and must meet and treat the risk, confusion reigns, appetites for risk fade or perversely, become enhanced. The classic examples of this phenomenon are shared services centres (budget black holes that could and should actually save money) and more spectacularly and overtly, the collapse of Bear Stearns.

In this context, the integrated risk deliverable of any department must essentially involve facilitation, as opposed to frustration. Facilitation does not transfer ownership of risk. Rather it provides the essential value add that allows line area risk to cascade up, such that risk anomalies are identified early and treatment is facilitated at an integrated level.

Finally, continuity. Assuming integrated risk is taken up, it is imperative that strategies be implemented to ensure continuity of all of the above elements, consistently, fairly and without deviation from the central goal or mandate.

If adopted, integrated risk can achieve excellent outcomes but only if it has hard wired continuity strategies and consistent policy. As the Canadian government observes:

“The purpose of the Integrated Risk Management Framework is to:

· provide guidance to advance the use of a more corporate and systematic approach to risk management; 

· contribute to building a risk-smart workforce and environment that allows for innovation and responsible risk-taking while ensuring legitimate precautions are taken to protect the public interest, maintain public trust, and ensure due diligence; and 

· propose a set of risk management practices that departments can adopt, or adapt, to their specific circumstances and mandate.

Application of the Framework is designed to strengthen management practices, decision-making, and priority setting to better respond to citizens' needs. Moreover, practising integrated risk management is expected to support the desired cultural shift to a risk-smart workforce and environment. More specifically, it is anticipated that implementation of the Framework will:

· support the government's governance responsibilities by ensuring that significant risk areas associated with policies, plans, programs and operations are identified and assessed, and that appropriate measures are in place to address unfavourable impacts and to benefit from opportunities; 

· improve results through more informed decision-making, by ensuring that values, competencies, tools and a supportive environment form the foundation for innovation and responsible risk-taking, and by encouraging learning from experience while respecting parliamentary controls; 

· strengthen accountability by demonstrating that levels of risk associated with policies, plans, programs and operations are explicitly understood, and that investment in risk management measures and stakeholder interests are optimally balanced; and 

· enhance stewardship and corporate governance by establishing a mechanism that identifies the components of the management system (controls and objectives) and enables a greater understanding of the relationships between those components. This leads to a strengthening of public service capacity to safeguard people, government property and interests. 

Integrated risk management respects and builds on core public service values.”
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